Correlation properties o f a general binary combiner with a n arbitrary number of memory bits a r e analyzed. I t is shown that there exists a pair of certain linear functions of the output and input. respectively, that produce correlated binary sequences. An efficient procedure. based on a linear sequential circuit approximation. is developed for finding such pairs of linear functions. T h e result may be a basis f o r a divide and conquer correlation attack on a stream cipher generator consisting o f several linear feedback shift registers combined by a combiner with memory.
I. INTRODUCTION
In this paper. we study the correlation properties a general Boolean function with a n arbitrary number, M. (E~} = {(x xnt)} is an N-dimensional vector input sequence consisting of N binary sequences {xit). 1 < i < N . and {yt} is the output binary sequence.
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In order to study the correlation properties of this combiner we assume that the input sequences are mutually independent, balanced (uniformly distributed), and independent random binary sequences. A necessary condition to be satisfied for cryptographic applications is that the output sequence is also balanced and independent. It is not difficult to see that the output sequence is balanced and independent i f f the output function f(x. 8 ) is balanced for each a.
--- In this paper, we study the correlation properties of a general binary combiner with an arbitrary number, H. of memory bits. We show that there exists a pair of correlated linear functions of at most
M+l successive output and input bits, respectively, which is a generalization of a result from [4] 
